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Executive
Summary

On Friday 12 May 2017 the CCG and GP Practices were notified by the
Nottinghamshire Health Informatics Service (NHIS) that the NHS had been
attacked by ransomware.
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☐

This cyber security attack was seen worldwide and had a significant impact across
many countries.
The purpose of this report is to summarise the key events that occurred due to the
WannaCry Ransomware attack that hit the Greater Nottingham CCGs, and their
respective GP Practices, and describe the lessons learnt from these events. It also
sets out the subsequent actions planned to mitigate the risk of future attacks and
provides additional assurance in relation to cyber security.
The vocabulary used in the report has been modified to help the non-technical
reader and in doing so has simplified the nature of the incident and the
corresponding response. The reader, therefore, is asked to be cognisant of this
fact when seeking any further assurances.
A more detailed report will be considered at the CCGs’ IGM&T Committee in
September 2017.
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The Governing Body is asked to:
1. ACKNOWLEDGE the content of the Report and the current update
on the cyber attack of 12 May 2017;
2. ACKNOWLEDGE the recommendations for further actions to
mitigate the risks of future cyber attacks;
3. ACKNOWLEDGE that some of the actions have already been
completed;
4. APPROVE the recommendations and request action plans to be
drawn up; and
5. NOTE regular reports on the progress of the actions will be
presented to future meetings of the IGM&T Committee.

